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Legal and political aspects of mobile applications in the fight against the 

COVID19 pandemic 
 

 
Abstract: From a European legal perspective, the use of Bluetooth technology for contact 
tracing in the context of the COVID crisis can only be supported if data are gathered with 
user’s consent, earmarked for specific purposes, for a limited time only, and if such data 
are stored in a decentralised manner. Furthermore, the effects of the app functionality 
must be considered holistically. Legal, social, and psychological effects of contact 
notification must be clarified prior to introducing the technology for common use. 
 
The current discussion about the use of mobile applications in the context of COVID control 
raises legal and political questions. This document will comment on some of them from a 
European perspective. After the description of legal framework (I) and a summary of 
different application options (II), it will offer legal and political evaluation and 
recommendations (III). 
 

I. Basic legal considerations 
 

a. Legal bases for the assessment: 
The legal assessment is based on the General Data Protection Regulation (GDPR) and the 
ePrivacy Directive (hereinafter referred to as “Directive”)1. The latter is regarded as lex 
specialis to the GDPR2 for handling data on electronic devices and portals, while the GDPR 
may apply to rights and obligations before and after such handling. Apart from the different 
scope of application, the distinction also has effect for the mode of enforcement: the 
responsibility for enforcing GDPR provisions lies with special independent data protection 
authorities3 in the respective country, the sanctions are also prescribed by the GDPR. As 
opposed to that, the implementation modalities and responsibility for the enforcement of 
the ePrivacy Directive are determined by each state itself. In addition, Articles 7 and 8 of 
the Charter of Fundamental Rights of the European Union (hereinafter referred to as the 
“Charter”), Article 8 (1) of the European Convention on Human Rights, Article 16 (1) of the 
Treaty on the Functioning of the European Union apply. These norms are explicitly referred 
to by operative clauses or recitals within the GDPR and the ePrivacy Directive, whereas 
some of them have an overarching legal effect regardless. 
 

b. Legal standards for the evaluation 
 
The following assessment criteria result from the aforementioned legal norms: 
 

1. Article 5 of the ePrivacy Directive applies to the handling of “communications and 
the related traffic data by means of a public communications network and publicly 
available electronic communications services”. According to this article, any use of 
the data, including traffic data by others than the users themselves, requires the 

 
1 https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:02002L0058-
20091219&qid=1587367962627 
2 Opinion of the Board 5/2019 on the interplay between the ePrivacy Directive and the GDPR, in particular 
regarding the competence, tasks and powers of data protection authorities  
https://edpb.europa.eu/sites/edpb/files/files/file1/201905_edpb_opinion_eprivacydir_gdpr_interplay_en_0.p
df 
3 https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-are-data-protection-authorities-
dpas_en 
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explicit consent of the data subject (paragraph 1). This consent is only permissible 
after receiving detailed information about the responsible data processor and the 
processing purpose (paragraph 2). Strict conditions, in particular the consent of the 
data subjects are laid down for the “[storage of] information or to gain access to 
information stored in the terminal equipment of a subscriber or user” (paragraph 
3). 

 
2. According to Article 6, the collected traffic data must be erased or anonymised as 

soon as they are no longer needed for the transmission of a communication. Both 
provisions are, however, subject to Article 15, which allows exceptions to the 
abovementioned principles for specific cases of public security, including the cases 
of Article 13 of Directive 95/46/EC (Data Protection Directive), which has now been 
replaced by the GDPR. The grounds for such exceptional situations are subject to 
strictly narrow interpretation. In the event of a pandemic, the following reasons 
from Art. 13 of the Data Protection Directive could be considered: (f) “monitoring, 
inspection or regulatory” functions which are permanently or temporarily connected 
to the exercise of official authority for specific purposes; and (g) “rights and 
freedoms” of other persons. 

  
3. Even in cases of exceptional situations under Art. 15 ePrivacy Directive, the 

European Court of Justice states that strict requirements apply to the 
exceptional measures, as these must4 be interpreted and reviewed in the light of 
European civil and human rights even in a crisis situation. In particular, the right to 
privacy and the protection of personal data (Articles 7 and 8 of the Charter) that 
are in turn subject to restrictions according to Article 52(1) of the Charter, must be 
taken into account. Thus, even in exceptional situations, restrictions of data 
protection rights are only permitted on the basis of a law and only for public interest 
purposes, or to protect the rights of third parties. They must however also be 
necessary and proportionate and must “respect the essence of [the] freedoms” (Art. 
52 Charter). 

 
The ECJ derives from these norms the principle of data minimization, according 
to which the data collection shall be limited in time and restricted to “what is 
absolutely necessary”5. With regard to the retention of data, for example, a 
limitation would have to ensure a “geographical criterion where the competent 
national authorities consider, on the basis of objective evidence, that there exists, 
in one or more geographical areas, a high risk of preparation for or commission of 
such offences”6.  

 
4. The GDPR lays down similar criteria. On the one hand, this Regulation is stricter 

when it comes to the handling of data concerning health (the processing of which 
is prohibited in principle – Art. 9 (1)), while on the other hand the same Article 
allows the data processing either with the express consent of the data subject or 
for enumerated purposes such as health, or “[to protect] against serious cross-
border threats to health” (Art. 9 (2) (a), (h) and (i)). Nevertheless, this does not 
allow processing to be carried out freely, but only subject to all remaining strict 
conditions of the GDPR7. Above all this means that any such processing is to the 
standards of Article 6 and, thus the prerogative of an informed consent of the user 
(Article 6 para. 1 subpara. 1 (a)). In the case of a pandemic app, there is little room 
for the application of the exception under (d) “[protection of] vital interests”, as the 
norm targets only “immediate threat” and a “specific danger situation”8, and not – 

 
4 ECJ EuZW 2017, 153, note 91 
5 ECJ (ibid.) note 109 
6 ECJ, ibid. note 111 
7 Simitis/Horn/Spiecker gen. Döhmann, Datenschutzrecht, 2019, GDPR Art. 9 note 24. 
8 Simitis/Horn/Spiecker gen. Döhmann, Datenschutzrecht, 2019, GDPR Art. 6 note 62. 
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as in the case under discussion here – merely the tracing of contacts with the 
infected person, which is only based on indirect probability calculations and 
assumptions. However, pursuant to (e), processing is possible if “necessary for the 
performance of a task carried out in the public interest”. Like in case of the ePrivacy 
Directive, general principles of data protection also apply here: informed consent 
with the right to withdraw, strict purpose earmarking of data use (Art. 5 I (b)), data 
minimisation (Art. 5 I (c)), temporal limitation of storage (Art. 5 I (c)).  

 
II. Current and previous data protection relevant app solutions for combatting 

COVID 
So far, the following solutions involving mobile phone data have been applied or are 
being debated. Their objectives are based on either tracking of previous contacts of 
users (“contact tracking”) or on tracking and monitoring their behaviour (“behaviour 
tracking”): 

 
a. Contact Tracking 

i. Movement data provided by mobile operators 
Contacts would be tracked through the stored allocation of a mobile phone 
to one or more radio towers, though the location could only be estimated 
roughly: the position of a device in cities would be determined with an 
accuracy of about 150 meters (radius of the antenna), in the countryside 
this could amount to several square kilometres. The idea of a permanent 
duty to transmit location data, as proposed by the German Health Minister 
was dropped following harsh criticism. 
 
ii. Proximity tracking via Bluetooth 
Relying on Bluetooth as a short-range radio technology, mobile devices are 
to exchange pseudonymised tokens with each other when their users meet 
in a proximity relevant for transmission of the virus. This way, relevant close-
up contacts can be traced back over a limited period of time, with information 
of all contacts if a person is found infected. 
 

b. Behaviour Tracking 
i. Tracking of population movements (“heat maps”) 

As an example, in March, various mobile phone providers transmitted 
data sets to the Robert Koch Institute (German health authority). 
According to the mobile operators, data records were averaged over 20 
persons and thus anonymised, but allowed the creation of so-called “heat 
maps” to identify accumulations in certain supermarkets or other places. 

 
ii. Mass individual observation/classification/sanctioning 

 
1. South Korea 

In addition to mass testing of the population, South Korea initially 
relied on contact tracing through a combination of camera 
surveillance, mobile phone location data and credit card 
transactions. Later, emergency alerts on mobile phones warned 
residents of infection cases in their neighbourhood, sometimes 
with information about what public transport the person 
concerned had used and whether he or she was wearing a face 
mask. In addition, thermal imaging cameras are used to measure 
the temperature e.g. at building entrances. 
 

2. China 
Building on existing “social credit” systems, the IT company 
Alibaba developed the “Alipay Health Code” app, which became 
mandatory for the population in order to assess their individual 
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risk/infection status. For example, to access public transport, the 
app must be presented, indicating a person’s health status 
through a traffic light system and a QR code. Reportedly, 
transaction data is made available to the police. There have also 
been reports of incorrect “red” classifications, preventing persons 
from getting to work or home. 
 

iii. Monitoring individual obedience in isolation 
in quarantine in South Korea have to download a GPS tracking app, a 
kind of electronic shackles. Violations of quarantine regulations can result 
in fines corresponding to over €2000. Russia is reportedly working on a 
similar application. 

  
III. Legal and political assessment 

Against the legal background mentioned above and in the context of the current 
situation, we arrive to the following legal and political assessment of the existing 
application options: 

 
a. Mass behaviour tracking: unlawful  
On the basis of the principle of proportionality and other fundamental rights 
principles, solutions that track citizens’ behaviour on a large scale must be rejected 
in principle. This is all the more true in view of the pandemic statistics that 
fortunately keep within manageable limits to date, and a risk potential for an 
average individual user is minimal so far. A broad scale monitoring and observation 
of abiding is not possible, as under current circumstances it would particularly 
contradict to the limits as set out by Art. 52 of the Charter and (by the very nature 
of coercion) the principles of consent and data minimisation. 

 
b. Individual behaviour tracking: disproportionate 
At best, one could think of individual observation of behaviour in cases of 
compulsory isolation. Here, Article 30 of the German infection protection law 
(InfSG) stipulates very far-reaching interferences into basic rights, that are 
expressly deemed permissible under this regulation. Specifically, Art. 30 allows 
infringement on the right to informational self-determination (the constitutional 
basis for privacy and data protection law in Germany). However, the principles of 
proportionality must be applied here as well and the exact design of such a 
(currently hypothetical) app must be strictly scrutinized. In particular, it is 
necessary to ensure that the data protection standards for infected persons do not 
fall below those established for prisoners. Equating positive citizens with prisoners, 
or treating their data protection rights worse than those of prisoners (e.g. under 
the relevant state law) would also fail the tests of suitability and appropriateness of 
the measures and thus be deemed unproportional. 

 
c. Tracking of population movements: allowed under preconditions 
Various mobile phone operators in some EU member states transferred movement 
data to disease control authorities. So far, public statements made by the 
organizations involved in such transactions, refer that the data are anonymised and 
averaged, i.e. it is not easily possible to create individual movement profiles and 
draw conclusions about individual users. The so-called “heat maps” are supposed 
to enable monitoring the effectiveness of distancing regulations and to react to 
possible movements of persons from corona hotspots. 
 
In any case, the regulators and implementing authorities must ensure a clear 
purpose limitation to avoid that data shall be used for purposes of crowd control. 

 
d. Decentralized individual contact tracking: permissible and sensible 

under clear conditions 
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Contact tracing is mostly less invasive than behaviour tracing, but must themselves 
be data protection compliant.  

 
In particular, the Bluetooth solutions in question must comply with the following 
principles to ensure their legal and political integrity:  

 
i. Principle of effective voluntariness. In particular: 

• prior (!) to installation, app users must be informed exhaustively 
and in simple language about the purposes of data 
collection/processing, about their rights and about their technical 
and legal possibility to stop utilization; 

• a user’s decision to install the application shall not be accompanied 
by any state-sponsored penalties or advantages of any sort in 
either related or unrelated areas; 

• use of the application shall not involve any direct or indirect public 
labelling/visibility of use in order to avoid social pressure to use; 

• users can stop using the application at any time and with immediate 
effect. A decentralized design of the application is particularly 
appropriate to ensure an effective right to stop using since relevant 
data storage/cross-referencing would only take place on the end 
device and not on a central server. 

 
ii. Principle of strict purpose limitation: 

• Ideally, technical restrictions must ensure that data are used  
exclusively for the purposes of contact tracking. Use of data for the 
exceptional purposes provided for under the GDPR (Art. 6 Para. 4 
in conjunction with Art. 23 GDPR), even upon consent of the users, 
should not be excluded in order to avoid users’ mistrust due to fear 
of misuse by authorities or other actors. A decentralised storage 
solution would also be beneficial for this purpose. 

 
iii. Principle of data minimization and limitation of storage: 

• The collection of data must be limited in time (e.g. limited to the 
average time of detection of an infection or up to 14 days), after 
which the data should be deleted. 

• This principle is most accurately implemented if final deletion of the 
data is implemented on the user's mobile device, not a central 
server. This will ensure that as much as possible relevant data 
never leave the privacy space of the user and will not depend on 
decisions by managers or procedures on a central server. 

 
iv. Principle of decentralisation: 

• As stated above, the best guarantee for legality and effectiveness 
of data collection, storage and processing is their decentralized 
design. Although decentralisation is not a direct legal requirement, 
in this case it is the way to ensure the best implementation of most 
aforementioned data protection principles. In particular, according 
to the principle of “absolutely necessary” is best implemented by 
way of decentralized storage and processing, provided such design 
is equally or nearly as effective as centralized options. In addition, 
decentralized storage exposes lower vulnerability to attacks by 
third parties, since they will not be able to obtain all or most of the 
data during a single attack. 

 
v. Principle of the holistic approach: 
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• Any technical feasibility and legal permissibility will only make 
sense if the effects of the use are socially and psychologically 
appropriate. Upon informing a contact person about a possible 
infectious encounter, authorities must make clear what social and 
legal options and consequences will follow. Especially during 
periods of a crisis stress situation, citizens must not be left alone 
with such disturbing notification of contact. The regulating and 
implementing authorities must clarify, whether and where there are 
realistic test possibilities, to what extent a negative test eliminates 
the need for self-quarantine or whether it is still recommendable, 
how family and child care would work in case of app notification, 
whether the notified users are eligible to remote working or to 
alternatives where “home office” is not possible – i.e. whether sick 
leave is permissible or obligatory. If necessary, there should also 
be a possibility for fast psychological advice or low-threshold 
accessible medical consultations. It must be clear that due to this 
application many more citizens will experience exposure to vague 
risk notifications and therefore there is a need for clear legal and 
social preparation and information. The evaluation and clarification 
of the social and psychological effects of the application must be 
carried out by the state authorities before (!) the introduction of a 
technical solution. 

 
Overall conclusion: Tracking of population movements is only permissible if the purpose 
is strictly limited. Individual contact tracking via app (Bluetooth solution) should be 
decentralized by design, effectively voluntary in use, purpose-specific and time-limited. 
Proactive preparations for psychological and social effects management, as well effects in 
labour law are necessary. 
 
 
Annex:  

- Opinion of the European Commission: Recommendation to support exit 
strategies with data from mobile devices and mobile apps 
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_626 
 

- Guidance of the European Data Protection Board: 
https://edpb.europa.eu/news/news/2020/european-data-protection-
board-issue-guidance-data-processing-fight-against-covid-19_en 

 
- Statement of the Helmholtz Center for Information Security on the 

withdrawal from the PEPP-PT consortium and support for the 
decentralized approach of the DP-3T project: 
https://cispa.saarland/2020/04/20/contact-tracing-app-for-the-sars-
cov-2-pandemic.html 


